
that nximerous modifications of and departures from the 
specific embodiments described herein are possible without 
departing from the inventive concepts set forth in the 
claims. 

5 What is claimed is: 
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1. AXsyatem for identifying updated items of 
network-based \nf ormation to users in a public packet 
switched conununVcations network comprising a plurality of 
network servers: 

a master ^g server; and 
a pluralityvof user computers; 
said master uog server being programmed to 
periodically receiveXdata from at least some of said 
plurality of network servers, said master log seirver further 
being programmed to cause said data to be assembled into one 
or more master logs havMig a plurality of entries, each 
entry pertaining to creaMon of or changing of an item of 
network-based inf ormationxthat has occurred within a 
predetermined time span, and to cause at least some of said 
entries in said one or more waster logs to be transmitted to 
one of said plurality of nsev^ cojaputers; 



ters being progrcunmed to 
request to provide to a 
:ries in said one or more 



said plurality of us 
receive a user query comprisj 
user at least a subset of s 

master logs wherein each of said ^ntries in said subset 
matches a search pattern containedV in said user query, said 
search pattern comprising an identification of a time 
period, and to cause said user queryv to be executed by 
providing to said user, from each of >said one or more master 
logs into which data has been assembled within said time 
period, said subset of said entries. 



1 2. A system in accordance with cuaim 1, wherein 

2 said data received by said master log server from said 

3 network servers comprises logs having entries pertaining to 

4 creation of or changing of items of network\based 

5 information. 
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3. \ system in accordance with claim 1, wherein 
said master log server is programmed to cause a first one of 
said master logs, to be merged into a second one of said 
master logs on aperiodic basis, and to cause said first one 
of said master logsv to be cleared on said periodic basis. 



1 4 . A system ii^ accordance with claim 3 , wherein 

2 said master log server \s programmed to cause said second 

3 one of said master logs to be merged into a third one of 

4 said master logs on a periG)dic basis and to cause said 

5 second one of said master logs to be cleared on said 

6 periodic basis. 

1 5. A system in accordaribe with claim 1, wherein 

2 said items of network-based informart^on comprise pages of 

3 information. 

1 6. A system in accordance wilVh claim 1, wherein: 

2 each of said user computers is\programmed to 

3 transmit said user query to said masterXlog server; and 

4 said master log server is programmed to receive said 

5 user query from one of said user computers and to execute 

6 said user query by transmitting said subset^ of said entries 

7 to said one of said user computers. 



1 
2 
3 
4 
5 
6 



7. A system in accordance with claim wherein: 
said master log server is programmed toVtransmit 
entries in said master logs that occurred during^ said time 
period to said one of said user computers; and 

each of said user computers is programmed ^^o execute 
said user query internally. 
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1 8. A system in accordance with claim 1, wherein 

2 entries pertainina to creation of or changing of items of 

3 network-based infomation comprise identifications of said 

4 items of network-based information. 

1 9. A system ii\accordance with claim 1, wherein 

2 said entries pertaining N:o creation of or changing of items 

3 of network-based information comprise identifications of 

4 servers that maintain saidVtems of network-based 

5 information. \ 

1 10. A system in accordance with claim 1, wherein 

2 said master log server is programned to cause said entries 

3 that said master log server causes, to be transmitted to said 

4 one of said plurality of user computers to be compressed 

5 prior to transmission to said one said plurality of user 

6 computers by causing information tq^^M /deleted from said 

7 entries. \ 

1 11. A system in accordance withNclaim 1, wherein 

2 said user query is a standing query that Ys executed on a 

3 periodic basis by providing to said user, rrom one of said 

4 master logs that said master log server causes to be cleared 

5 on said periodic basis, all entries that matqh said search 

6 pattern contained in said standing query, immediately before 

7 said master log server causes said one of said Vaster logs 

8 to be cleared. \ 

12. A system in accordance with claim 1, wherein: 
each of said entries comprises at least one\field; 



1 
2 

3 and 
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4 said m< 

5 least one of sa 

6 so as to enable 



,ster log server is programmed to cause at 
master logs to be indexed by said field, 
St searches. 



1 13. A system, in accordance with claim 12, wherein: 

2 each of said et^tries comprises a plxirality of 

3 fields; and 

4 said master log s^arver is programmed to cause at 

5 least one of said master l^gs to be indexed by each of said 

6 fields. 
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14. A system in 
said system further 



accordance with claim 1, wherein: 
ses a plurality of slave 



compi 



servers ; 



said master log server is programmed to periodically 



transmit at least one of said master 
slave servers; and 

each of said slave servers is 
at least some of said entries in sal 
said plurality of user computers. 



J.ogs to each of said 



mas 



Homed to transmit 
*r log to one of 



1 
2 
3 
4 
5 
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7 



15. A system in accordance with claYm 14, wherein: 
each of said user computers is prograim to 

transmit said user query to one of said slave \servers; and 
each of said slave servers is programmed to receive 

said user query from one of said user computers ^a^d to 

execute said user query by transmitting said subset of said 

entries to said one of said user computers. 



1 
2 
3 
4 



16. A system in accordance with claim 14, wherein 
said master log server is programmed to cause a f irsA one of 
said master logs to be merged into a second one of saM 
master logs on a periodic basis and to cause said firsi 
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5 master log\o be. cleared on said periodic basis by 

6 periodically \ransmitting said first master log to each of 

7 said slave servers, each of said slave servers being 

8 programmed to merge said first master log into said second 

9 master log on saia\periodic basis, and to clear said first 
10 of said master logs^n said periodic basis. 

1 17. A system irt accordance with claim 14, wherein: 

2 each of said entries comprises at least one field; 

3 and \ 

4 each of said slave servers is programmed to cause 

5 said one or more master logsy^o be indexed by said field, so 

6 as to enable fast searches. \ 

1 18. A method for identirVing updated items of 

2 network-based information to usersv in a public packet 

3 switched communications network coxofcartsing a plurality of 

4 network servers, a master log serv€p\ and a plurality of 

5 user computers, comprising the stepsoof ; 

6 periodically receiving, at said\master log server, 

7 data from at least some of said plurality of network 

8 servers ; \ 

9 assembling said data into one or more master logs 

10 having a plurality of entries, each of saidNmaster logs 

11 comprising at least one entry, each entry pertaining to 

12 creation of or changing of an item of network^ased 

13 information that has occurred within a predeteAiined time 

14 span; \ 

15 causing at least some of said entries in said one or 

16 more master logs to be transmitted to one of said plurality 

17 of user computers; \ 

18 receiving user queries at each of said user \ 

19 computers, each of said user queries comprising a reqirest to 
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provide to ^user at least a subset of said entries in said 
one or more master logs wherein each of said entries in said 
subset matches \ search pattern contained in said user 
query, said searo^ pattern comprising an identification of a 
time period; and 

causing saidXuser queries to be executed by 
providing to said usm, from each of said one or more master 
logs into which data has been assembled within said time 
period, said subset of s\id entries. 

19. A system for iAplementing security protocols in 
a public packet switched comminications network comprising a 
plurality of network servers programmed to receive requests 
from users for items of networlc^based information and to 
transmit said items of network-biased information to said 
users in response to said request^, comprising: 

a network tool, implementeavoffW computer, 
programmed to receive a first item/of ynetwork-based 
information comprising a link in a\gMrocol compatible with 
said network tool, and, in response toJuser input selecting 
said link, to create a request for saioy second item of 
network-based information, said request \:omprising said 
link; and 

a proxy server, implemented on a ci>mputer, 
programmed to receive said first item of network-based 
information from one of said network servers^ wherein said 
link is in a protocol incompatible with said Network tool, 
to translate said link into said protocol compatible with 
said network tool, to transmit to said network \ool said 
first item of network-based information, with said link 
being translated into said protocol compatible wi'Bh said 
network tool, to receive said request for said secopd item 
of network-based information from said network tool, 
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:ond xt 
)l\to 

\ 




24 retrieve ^i^d link from said request, to back- trans late said 

25 link into said protocol incompatible with said network tool, 

26 and to requeslK said second item of network-based information 

27 from one of saio. network servers. 

1 20. A system in accordance with claim 19, wherein 

2 said proxy server isSyprogrammed to execute said protocol 

3 incompatible with saick network tool in a manner that 

4 authenticates an identrty of said user. 



yi 
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21. A system in accordance with claim 19, wherein: 
said proxy server is^ programmed to encode within 

id protocol incompatible with 
ansmitting to said network 
-based information comprising 



said link data identifying 
said network tool, prior to 
tool said first item of 
said link; and 

said proxy server is 



networJ 



programmed to decode said data 



to determine how to back- trans late 



22. A system in accordanro 



aid link. 



1th claim 19, wherein 



said proxy server is programmed to inccorporate into said 
link a flag identifying said link as aVtranslated link, 
prior to transmitting to said network tqol said first item 
of network-based information comprising kaid link. 



1 23. A system in accordance with clBim 19, wherein 

2 said computer on which said proxy server isXimplemented is 

3 said computer on which said network tool is oSpplemented. 



1 24. A system in accordance with claim 19, wherein 

2 said link comprises a universal resource locato] 
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1 25\ A System in accordance with claim 19, wherein 

2 said networic^tool comprises a browser programmed to cause 

3 items of netwbrk-based information to be displayed to a 

4 user. \ 

1 26 • A sytetem in accordance with claim 19, wherein 

2 said protocol compatible with said network tool is HTTP. 

1 27. A system in accordance with claim 19, wherein 

2 said protocol incompatible with said network tool is SSL. 

1 28. A system i\i accordance with claim 19, wherein 

2 said protocol incompaticLLe with said network tool is SHTTP. 

1 29. A system in alscordance with claim 19, wherein 

2 said items of network-baseoi information comprise pages of 

3 information. \ 

1 30. A method of implementing security protocols in 

2 a public packet switched communlca^ network comprising a 

3 plurality of network servers [programmed to receive requests 

4 from users for items of netwOTlc-Msed information and to 

5 transmit said items of network-based information to said 

6 users in response to said requests\ a network tool 

7 implemented on a computer, and a proxy server implemented on 

8 a computer, comprising the steps of:\ 

9 at said proxy server, receiving a first item of 

10 network-based information from one of Wid network servers 

11 comprising a link in a protocol incompatible with said 

12 network tool, translating said link intoXa protocol 

13 compatible with said network tool, and tramsmitting to said 

14 network tool said first item of network-ba\ed information, 
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with \^id link b^ing translated into said protocol 
compatible with said network tool; 

at\said network tool, receiving said first item of 
network-bas\d information, and, in response to user input 
selecting sard link, creating a request for said second item 
of network-basGji information, said request comprising said 
link; 

at said p3?oxy server, receiving said request for 
said second item oK network^based information from said 
network tool, retrieving said link from said request, back- 
translating said link\into said protocol incompatible with 
said network tool, andVequesting said second item of 
network-based information from said one of said network 
servers . 



ill 



1 31. A system for managing authenticating 

2 credentials of a user of a puBJLic packet switched 

3 communications network comprising a plurality of network 

4 servers programmed to receive reboots from users for items 

5 of network-based information and tto^transmit said items of 

6 network-based information to sa\id^Aaers in response to said 

7 requests, comprising: 

8 a network tool, implemented oA a computer, 

9 programmed to create a request for an \tem of network-based 

10 information from one of said network serw^ers in response to 

11 input from a user, and to receive said ir^m of network-based 

12 information in response to said request; 

13 a proxy server, implemented on a coidputer, 

14 programmed to maintain a table of authenticaMng credentials 

15 for each of said plurality of network serversX to receive 

16 said request from said network tool, to forwarcL said request 

17 to said one of said network servers, to receive \a request 

18 for authentication from said one of said network Servers , to 
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19 retrieve from said table authenticating credentials for said 

20 one of said iietwork servers, to transmit said authenticating 

21 credentials tov said network server, to receive said item of 

22 network-based information from said network server, and to 

23 forward said item^of network-based information to said 

24 network tool. 

1 32. A system \Ln accordance with claim 31, wherein 

2 said proxy server is further programmed to request a 

3 security message from Scujd user in order to protect said 

4 table of authenticating credentials. 

1 33. A system in accordance with claim 31, wherein 

2 said computer on which said prwDxy server is implemented is 

3 said computer on which said network tool is implemented. 
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34. A system in accordanc 
said network tool comprises a brow\ 
items of network-based informatior 
user. 



with claim 31, wherein 
programmed to cause 
'be displayed to a 



35. A system in accordance with, claim 31, wherein 
said items of network-based information Comprise pages of 
information. 



1 36. A method of managing authenticating credentials 

2 of a user of a public packet switched communications network 

3 comprising a plurality of network servers programmed to 

4 receive requests from users for items of network-based 

5 information and to transmit said items of network-based 

6 information to said users in response to said requests, a 

7 network tool implemented on a computer, and a proxy server 

8 implemented on a computer, comprising the steps oi 
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at ^id network tool, creating a request for an item 
of netvork-ba^ed information from one of said network 
servers in res>3onse to input from a user, and receiving said 
item of network\based information in response to said 
request ; and 

at said proxy server, maintaining a table of 
authenticating credentials for each of said plurality of 
network servers, receiving said request from said network 
tool, forwarding said \equest to said one of said network 
servers, receiving a request for authentication from said 
one of said network servers, retrieving from said table 
authenticating credentials^ f or said one of said network 
servers, transmitting said Authenticating credentials to 

iving said item of network-based 
networkXserver, and forwarding said 
information to said network tool. 



said network server, recei 
information from said 
item of network-based 



ivertisers to target 
ilic packet switched 
lurality of network 
imit advertisements. 



1 37. A system for induci^ 

2 advertisements to consumers in 

3 communications network comprising 

4 advertiser servers programmed to trcir 

5 said system comprising: 

6 an advertising broker server; aAji 

7 a plurality of user computers; 

8 said advertising broker server being programmed to 

9 receive advertisements from each of said network advertiser 

10 servers, each of said advertisements being Mrgeted toward 

11 at least one of a plurality of users served h^y said 

12 advertising broker server and being accompanied by an offer 

13 having monetary value for acceptance of said advertisement, 

14 and to transmit at least one of said advertisements to one 

15 of said user computers operated by a user targeted by said 

16 advertisement; 
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17 each\)ne _of said plurality of user computers being 

18 programmed to Veceive advertisements from said advertising 

19 broker server eS^d, whenever a user of said one of said user 

20 computers has rekd an advertisement, to send a message to 

21 said advertising Broker server indicating that said user has 

22 read said advertisement; 

23 said advertising broker server being programmed to 

24 receive said message \ndicating that said user has read said 

25 advertisement, and, in\ response thereto, to cause said offer 

26 having monetary value tQ be executed. 
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38. A system in a\:cordance with claim 37, wherein 
said advertising broker server is programmed to create a 
personal billboard page of oSnformation for each one of said 
plurality of users served by >said advertising broker server, 
said billboard page of information comprising advertisements 
transmitted by said advertising broker server to a user 
computer operated by said one ofXsaid plurality of users. 



P 



1 39. A system in accordano^with claim 37, wherein: 

2 said offer having monetar^^^^: ue comprises a bid for 

3 transmission of an advertisement to ^ user computer operated 

4 by a user targeted by said advertiseme\nt; and 

5 said advertising broker server Vs programmed to 

6 transmit said advertisement to said useis computer operated 

7 by said user targeted by said advertisement only if said bid 

8 is acceptable to said advertising broker server. 



1 40. A system in accordance with claim 37, wherein 

2 said offer comprising monetary value comprises an offer to 

3 transfer monetary value to said advertising broker server. 
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1 41. A system in accordance with claim 37, wherein 

2 said offer commrising monetary value comprises an offer to 

3 transfer monetary value to said user targeted by said 

4 advert i s emen t . \ 

1 42. A systeon in accordance with claim 27, wherein: 

2 each one of said user computers is programmed to 

3 create a record of advertisements read by a user of said one 

4 of said user computers >and to transmit said record to said 

5 advertising broker serve^; and 

6 said advertising btoker server is programmed to 

7 transmit to said network setvers information pertaining to 

8 said record of advertisement^ read by said user. 

1 43. A system in accord^ice with claim 42, wherein 

2 said advertising broker server iss programmed to transmit to 

3 said network advertiser servers said information pertaining 

4 to said record of advertisements read by said user in a 

5 manner that preserves anonymity of saidNuser. 

1 44. A system in accordance wi\mlclaim 37, wherein 

2 at least one of said user computers coiabrises a proxy server 

3 programmed to receive advertisements from^ said advertising 

4 broker server and, whenever a user of saik one of said user 

5 computers has read an advertisement, to send a message to 

6 said advertising broker server indicating toat said user has 

7 read said advertisement. \ 

1 45. A system in accordance with claim 57, wherein 

2 each one of said plurality of user computers is Programmed 

3 to send said message to said advertising broker sWver 

4 indicating that a user has read an advertisement only if 
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5 said user dsmiputer verifies against computer-simulated 

6 reading of sa^d advertisement. 

1 46. A s'Xstem in accordance with claim 37, wherein: 

2 said system further comprises a payment computer 

3 programmed to receWe payment requests, to authenticate said 

4 payment requests, and to cause payment to be executed upon 

5 authentication of each of said payment requests; and 

6 said advertisi^ broker server is programmed to 

7 cause said offer havingXmonetary value to be executed by 

8 transmitting a payment request to said payment computer. 



1 47. A system in accordance with claim 37, wherein 

2 said advertising broker server is programmed to provide to 

3 said network advertiser servkrs information with respect to 

4 each of said users from whichXsaid network advertiser 

5 servers can deduce which advertisements are likely to be of 

6 interest to each of said users. 



1 48. A system in accordancSe Y^^th claim 47, wherein: 

y 2 said advertising broker is programmed to provide 

fy 3 said information to said network advertiser servers 

4 accompanied by customer profile numbers corresponding to 

S 5 actual users whose identities are not\ revealed by said 

6 advertising broker server; and 

7 at least some of said advertisements received by 

8 said advertising broker server from saidy network advertiser 

9 servers are targeted toward one of said plurality of 
10 customer profile nximbers. 



1 49. A system in accordance with cl^m 37, wherein 

2 said offer having monetary value comprises an offer of 

3 money . 



1 50. A system in accordance with claim 37, wherein 

2 said offer havingNmonetary value comprises an offer of a 

3 coupon for a discouTxt on a purchase. 
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51. A method \pf inducing advertisers to target 
advertisements to consWers in a public packet switched 
communications network G;pmprising a plurality of network 
advertiser servers programmed to transmit advertisements, an 
advertising broker server \ and a plurality of user 
computers, comprising the steps of: 

at said advertising oroker server, receiving 
advertisements from each of sadd network advertiser servers, 
each of said advertisements berhg targeted toward at least 
one of a plurality of users ser^^^.^^ said advertising 



)y an offer having 

advert i sement , and 
rertisements to one of 



broker server and being accompar 
monetary value for acceptance oi 
transmitting at least one of said ac 

said user computers operated by a use^ targeted by said 
advertisement ; 

at each one of said plurality o A user computers, 
receiving advertisements from said adverVising broker server 
and, whenever a user of said one of said user computers has 
read an advertisement, sending a message to said advertising 
broker server indicating that said user has\ read said 
advert isement ; and 

at said advertising broker server, reiseiving said 
message indicating that said user has read saj 
advertisement, and, in response thereto, causing said offer 
having monetary value to be executed. 

52. A system for extracting data from sources of 
network-based information in a communications network 
comprising a plurality of network servers programmed to 
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4 transmit network^based information over said network, 

5 comprising: 

6 a script program, implemented on a computer in said 

7 communications network, structured to extract data from 

8 network-based information provided by one of said network 

9 servers ; and 

10 an object embedding program, implemented on a 

11 computer in said communications network, comprising a link 

12 to said network-based information provided by said one of 

13 said network servers and a link from which said object 

14 embedding program can locate said script program, said 

15 object embedding program being structured to apply said 

16 script program to said network-based information so as to 

17 cause said data to be extracted from said network-based 

18 information, and to embed said data within a compound 

19 document implemented on a computer in said communications 

20 network. 

1 53. A system in accordance with claim 52, wherein 

2 said link from which said object embedding program can 

3 locate said script program comprises a direct link to said 

4 script program. 

1 54. A system in accordance with claim 52, wherein 

2 said link from which said object embedding program can 

3 locate said script program is said link to said network- 

4 based information, and wherein said network-based 

5 information in turn comprises a link to said script program, 

1 55. A system in accordance with claim 52, wherein 

2 said link from which said object embedding program can 

3 locate said script program comprises said link to said 

4 networkrbased information, and wherein said network-based 
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5 information comprises an identification of a table 

6 comprising a link to said script program. 

1 56. A system in accordance with claim 52, wherein 

2 said link comprises a universal reisource locator. 

1 57. A system in accordance with claim 52, wherein 

2 said computer on which said object embedding program is 

3 implemented comprises said computer on which said compound 

4 document is implemented. 

1 58. A system in accordance with claim 52, wherein 

2 said network-based information is a page of information. 

1 59. A method of extracting data from network-based 

g 2 information in a communications network comprising a 

In 3 plurality of network servers programmed to transmit network- 

r\ 4 based information over said network, comprising the steps 

y 5 of: 

L 6 executing an object embedding program implemented on 

o 

fQ 7a computer in said communications network to locate a script 

ru 8 program from a link in said object embedding program, to 

%1 9 apply said script program to network-based information, 

O 10 provided by said one of said network servers, to which said 

11 object embedding program is linked by a link in said object 

12 embedding program, and to apply said script program to said 

13 network-based information; 

14 executing said script program, implemented on a 

15 computer in said communications network, to extract data 

16 from said network-based information provided by said one of 

17 said network servers; and 
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18 continuing to execute said object embedding progrsun 

19 to embed said data within a compound document implemented on 

20 a computer in said communications network. 
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